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ABSTRACT

It has been found that an attacker can extract the secret key embedded in a security device and recover the operation
instruction using power consumption traces which are some kind of side channel information. Many profiling-based side
channel attacks based on a deep learning model such as MLP(Multi-Layer Perceptron) method are recently researched. In
this paper, we implemented a disassembler for operation instruction set used in the micro-controller AVR XMEGA128-D4.
After measuring the template traces on each instruction, we automatically made the pre-processing process and classified the
operation instruction set using a deep learning model CNN. As an experimental result, we showed that all instructions are
classified with 87.5% accuracy and some core instructions used frequently in device operation are with 99.6% respectively.
Keywords: Side-Channel Attack, Power Analysis, Deep Learning, Convolutional Neural Network(CNN), Disassembler
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Table 1. Instructions used to build YAML databases and training CNN model.

MCU #e] ofpeds 71302 T7He) we-=
=8 AYskAR, o] F At Thea U

Opcode Operands Clocks Opcode Operands Clocks Opcode Operands Clocks
ADD Rd, Rr 1 MOVW Rd, Rr 1 LSL Rd 1
ADC Rd, Rr 1 LDI Rd, K 1 LSR Rd 1
ADIW Rd, K 2 LDS Rd, k 2 ROL Rd 1
SUB Rd, Rr 1 LD Rd, X 1 ROR Rd 1
SUBI Rd, K 1 LD Rd, X+ 1 ASR Rd 1
SBC Rd, Rr 1 LD Rd, -X 2 SWAP Rd 1
SBCI Rd, K 1 LD Rd, Y 1 SEC None 1
SBIW Rd, K 2 LD Rd, Y+ 1 CLC None 1
AND Rd, Rr 1 LD Rd, -Y 2 SEN None 1
ANDI Rd, K 1 LDD Rd, Y+q 2 CLN None 1
OR Rd, Rr 1 LD Rd, Z 1 SEZ None 1
ORI Rd, K 1 LD Rd, Z+ 1 CLZ None 1
EOR Rd, Rr 1 LD Rd, -Z 2 SEI None 1
COM Rd 1 LDD Rd, Z+q 2 SES None 1
NEG Rd 1 STS k, Rr 2 CLS None 1
SBR Rd, K 1 ST X, Rr 1 SEV None 1
CBR Rd, K 1 ST X+, Rr 1 CLV None 1
INC Rd 1 ST -X, Rr 2 SET None 1
DEC Rd 1 ST Y, Rr 1 CLT None 1
TST Rd 1 ST Y+, Rr 1 SEH None 1
CLR Rd 1 ST -Y, Rr 2 CLH None 1
SER Rd 1 STD Y+q, Rr 2 IN Rd, A 1
CP Rd, Rr 1 ST Z, Rr 1 ouT A, Rr 1
CPC Rd, Rr 1 ST Z+, Rr 1 PUSH Rr 1
CPI Rd, K 1 ST -Z, Rr 2 POP Rd 2
MOV Rd, Rr 1 STD 7Z+q, Rr 2
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opcode : ADIW

opcode_id 11

clock T2

n_oprnd 2

oprnd_1_type : r
oprnd_1_option :
oprnd_2_type
oprnd_2_option : {range: @-63}

extra_info : {decription: Add imimediate to Word}

{range: 24-3@, even_num: true}

opcode : STD
opcode_id ;a1
clock 2

n_oprnd T2
oprnd_1_type H
oprnd_1_option :
oprnd_2_type
oprnd_2_option : {range: @-31}

extra_info : {decription: Store indirect with displacement}

p
{pointer: [Y, Z], displacement_range: ©-63}
r

Fig. 8. Examples of ADIW and STS instruction
in YAML format.
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Fig. 10. Two-dimensional image conversion process of traces using DWT and CWT.
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